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OO6OLwue cBegeHUA n cueHapum

B aTom ynpaxHeHun Bbl HacTpoute 6a3oBble NapameTpbl KOMMyTaTopa. 3atem BaM OyaeT HeobXxoaumo
o6ecneunTb 6Ge30nacHOCTb AOCTYNa K MHTepdeicy komaHaHon cTpoku (CLI) u nopTam KOHCOMNM C MOMOLLIbIO
3aWMpPOBaHHbIX U TEKCTOBLIX Naporei. Bbl Takke HayunTecb HacTpanBaTb COOGLLEHUS ONs
nosib3oBaTenen, BbINOMHAOLMX BXO4 B CUCTEMY KOMMyTaTopa. OTu GaHHepbl Takke NpeaynpexaatoT
nosib3oBaTernel 0 TOM, YTO HeCaHKLMOHNPOBaHHbIV OOCTYN 3anpeLleH.

MpumeyaHue. B Packet Tracer, kommyTaTop Catalyst 2960 ncnonb3syet I0S Bepcum 12.2 no
ymonyanuto. [1pn HeobxoammocTtu Bepcuio |OS MoxHO 06HOBUTL € (hannoBoro cepeepa B TONOMOrMn
Packet Tracer. [Nocne aToro kommyTaTop MoXeT BbITb HACTPOEH Ha 3arpy3ky Ao Bepcumn |0S 15.0, ecrin
TpebyeTcs aTa Bepcus.

UHCcTpyKuuum

YacTtb 1. NMpoBepka KoHUrypawumm kKommyrtatopa no yMmon4aHuro

War 1. Bongute B npuBunerMpoBaHHbin pexum EXEC.

MpuBunernpoBaHHbI pexxum EXEC gaet goctyn Ko Bcem kOMaHgam kKoMMmyTaTopa. Ho nockonbKy MHorne
NpUBMNErMpoBaHHblE KOMaHabl 3a4atoT paboyve napaMeTpbl, NPUBUIETNMPOBAHHbIA AOCTYN AOMMKEH ObiTb
3awmLLeH naponem Bo n3bexaHvwe HecaHKUMOHUPOBAHHOMO NCMOMNb30BaHMS.

Habop npusunernpoBaHHbix komaHg EXEC BkntovaeT B cebs komaHabl, 4OCTYMNHbIE B MOMb30BATENbCKOM
pexume EXEC, MHOXeCTBO AOMOMHUTENbHBIX KOMaHA 1 koMaHay configure, ¢ NOMOLLBIO KOTOPOW
obecneuynBaeTcsa 4OCTYN K pexXumam KoHurypaumm.

a. LenkHute S1 1 otkpownTte BrkNagky CLI. HaxmuTe knasuwwy Beoaa.

b. TlepenanTte B NnpusunermpoBaHHbin pexum EXEC, BbinonHMB komaHay enable.
Switch> enable
Switch#

OGpaTMTe BHMMaHKE, 4TO KOMaHOHaA CTPOKa n3MeHunach, ykasblBad Ha I'IpMBI/IJ'ISFVIpOBaHHbIﬁ pexnm
EXEC.

War 2. U3yunTe TeKyLLyro KOHUrypaLuuo KommyTaTopa.
Beeaute komaHgy show running-config.
Switch# show running-config
OTBeTbTe Ha crieyioLue BonpochI:
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Ckonbko y kommyTaTopa nHtepdencos Fast Ethernet?

Ckonbko y kommyTaTopa nHtepdencor Gigabit Ethernet?

KakoB gnanasoH 3HayeHui, oTobpakaemMblx B Vty-NIMHUAX?

Kakasi komaHga oTobpaxaeT Tekyllee cogepxumoe sHeproHesasmcumoro O3Y (NVRAM)?

Moyemy kommyTaToOp OTBEYaeT coobLieHnem startup-config is not present?

YacTtb 2. HacTponka OCHOBHbIX NapaMeTpoB KOMMyTaTopa

War 1. MpucBonTe KOMMyTaTOpPy UMS.

[lns HacTpolikn napamMeTpoB KOMMyTaTopa, BO3MOXHO, NOTPeBYeTCs NnepeknioyaTbCa Mexay pexmmamm
HaCTpOI?IKVI. O6paTl/|Te BHMMaHWME, Kak USMeHAETCA KOMaHaHaA CTPOKa npwu nepexonge no pasgenam MeH
KOMMyTaTtopa.

Switch# configure terminal

Switch (config)# hostname S1

Sl (config)# exit

Sl

LWar 2. O6ecneybTe 6e30nacHbIM JOCTYN K KOHCONMN.

[ns 6esonacHoro goctyna K KOHConu nepenante B pexum config-line n yctaHoBuTe Ans KOHCONM Naporb
letmein.

S1l# configure terminal

BBenuTe MOCTPOYHO KOMAaHIE HACTPOMKM. B KoHLEe Haxvure CNTL/Z.

Sl (config)# line console 0

Sl (config-line)# password letmein

Sl (config-line)# login

Sl (config-line)# exit

Sl (config)# exit

$SYS-5-CONFIG I: Configured from console by console

S1#

[nsa yero HyxxHa komaHaa login?

LWar 3. Y6eauTtechb, 4TO AOCTYN K KOHCOMW 3aL4ULLEH.

BbII7ILI,I/ITe 13 NpUBMUNErMpoBaHHOIo pexumnma, YTOOBbI y6eLI,MTbCF|, YTO A4 KOHCOJIbHOro nopta yCtaHoBI1€H
naporb.

S1# exit

Switch con0 is now available

Press RETURN to get started.
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User Access Verification
Password:
S1>

anIMe'-IaHVIe. Ecnn KOMMYTaToOp HE BbIBOAUT 3arnpocC Ha BBOA Naposd, 3Ha4uT, Bbl HE HAaCcTpounn napameTp
login B ware 2.
LWar 4. O6ecneybTe 6e30nacHbLIN JOCTYN K NPUBUNErMpOBaHHOMY PeXumy.

YctaHoBuTe Ans enable naponb ¢1$c0. TOT Naponb orpaHnYMBaET AOCTYN K NPUBUIIETMPOBAHHOMY
pexumy.

MpumevaHune. Cumeon 0 B c1$c0 — 3To HOMb, a He 3arnaBHas 6ykBa «O». 3To naponb 6yaeT
CUYMTaTbCA HeBEPHbIM, NOKa Bbl He 3awiudpyeTte ero B ware 8.

S1> enable

S1# configure terminal

S1 (config) # enable password cl$cO

Sl (config)# exit

$SYS-5-CONFIG I: Configured from console by console
S1#

LWar 5. Y6egutecb, 4TO 4OCTYN K NPUBUIIETMPOBAHHOMY PEXUMY 3alLULLEH.
a. BbinonHuTe komaHay exit ewe pas, 4TOObI BLINTU N3 KOMMYyTaTOpa.
b. Haxmute <knasuwy BBOAa>, Nocne 4yero BaMm OyaeT npeanoxKeHo BBECTU Naponb.

User Access Verification

Password:

c. [lepBbIt Naposfb — 3TO Naposib ANst KOHCONK, KOTopbIn bbin 3agaH ang line con 0. Beeaute aToT
naponb, YTOObI BEPHYTLCS B NOMb30BaTeNbCKUi pexkum EXEC.

d. Beegute KOMaHAy Ana gocrtyna K npuBunermpoBaHHOMY pexnmy.

e. BseauTe BTOpON Napornb, KOTOPLIN ObIN 3a4aH Ans orpaHUYeHns AOCTyna K NpUBUNEernpoBaHHOMY
pexumy EXEC.

f. TNpoBepbTe KOHMUrypaumio, n3yuns cogepxmnmoe darna running-configuration:
S1# show running-config

O6paTtuTte BHMMaHMe, YTO Naponu Ans KOHCOMWU 1 NPUBUIENMPOBAHHOIO peXxunuMa oTobpaxatoTcs B Buae
0ObIYHOro TEeKCTa. ATO MOXET NPeACTaBNATb yrpo3dy 6€30MacHOCTU, €CNN KTO-TO CMOTPUT Yepes Balle
nneYvyo unu nonyyaet AOCTynN K KOHPUrypaumoHHbIM dpannam, XpaHALWMMCa B pe3epBHON KOMUN.

LWar 6. HactpounTe 3awmcpoBaHHbIN Naponb ANA AOCTYNa K NPUBUNIErMPOBaAHHOMY PEXUMY.

Maponb ans enable Hy>XHO 3aMeHWTb Ha HOBbIV 3alMPOBaHHbINA NAPOIb C MOMOLLbIO KOMaHAb! enable
secret. YcraHoBuTe ans enable secret naponb itsasecret.

S1l# config t

Sl (config)# enable secret itsasecret
S1(config)# exit

S1#

MpumeuaHue. Maponb enable secret nepesanucbiBaeT naponb enable. Ecnu ona kommyTtaTtopa 3agaHbl
oba napons, ons nepexoga B NpMBunerMpoBaHHbIn pexxum EXEC HyxHO BBecTu naponb enable secret.

War 7. Yoegutecb B TOM, 4TO naponb enable secret no6aBneH B chann KoHdbUrypaumm.
Besepgute komaHay show running-config ewe pas, 4To6bl NPoOBEpUTL HOBLIN Naposb enable secret.
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Mpumevanne. Komanay show running-config MOXHO COKpaTUTb AO

S1# show run

YUto oTobparkaeTcs B kadecTBe naponsi enable secret?

MoyemMy naponb enable secret oToGpaxkaeTcsi He Tak, kak Oblflo 3a4aHo?

War 8. 3awundcpynte naponu enable n console.

Kak 6110 BMaHo B ware 7, naposb enable secret 3awndposaH, a naponu enable n console xpaHsTtca B
Buae obbliyHOro TekcTa. Cevac Mbl 3alLMGPYEM 3TU OTKPbITbIE NAPONN C MOMOLLIbIO KOMaHbl Service
password-encryption.

S1l# config t
Sl (config)# service password-encryption
Sl (config)# exit

Ecnu ycTaHOBUTL Ha KOMMYyTaTope Apyrve naponu, oHn ByayT XpaHuTbCs B hanne KoHurypauum B Buae
06bI4HOro TEeKCTa nnu B 3awmndposaHHOM Buae? Jante nosiCHeHne.

YacTtb 3. Hactpouka 6aHHepa MOTD
LWar 1. HactponTte 6aHHep MOTD (coo6LieHuns gHs).

B Habop komaHa Cisco I0S BxoguT KomaHaa, NO3BONSOLLAs HACTPOUTL cooOLLEHNe, KOTopoe ByayT BUAETL
BCe, KTO BXOAWUT B CUCTEMY Ha KOMMyTaTope. 3To coobLleHme Ha3biBaeTCcs coobLEeHNEM OHA UM GaHHepOM
MOTD (message of the day). TekcT 6aHHepa Hy>KHO 3aKMYNTb B ABOVHbIE KaBbl4KM MW MCMOMb30BaTh
pasgenuTenbs, OTAWYHBLIN OT ftoboro cumeona B ctpoke MOTD.

Sl# config t

Sl (config)# banner motd "This is a secure system. Authorized Access Only!"

S1(config)# exit

$SYS-5-CONFIG I: Configured from console by console

S1#

Korpa 6ynet otobpaxaTbeca 3T0T 6aHHep?

3ayeMm Ha Bcex KommyTaTopax AormkeH oblTb 6aHHep MOTD?

YacTtb 4. CoxpaHuTe 1 npoBepbTe hannbl KoHcpurypauum Ha NVRAM.

War 1. NpoBepbTe NpaBUNLHOCTbL KOHUrypauum ¢ NnoMmoLbio KoMmaHabl show run.

CoxpaHuTte cann KoHpurypaLmu. Bel 3aBepLumnnm 0CHOBHYO HAaCTPONKY KOMMYyTaTopa. Tenepb BbINOMHUTE
pe3epBHOe konupoBaHue danna koHdpurypauun B NVRAM n y6egmTtechb, YTO BHECEHHbIE U3MEHEHUS HE
ObINM NOTEpPSIHBI MPY Nepes3arpyske CUCTEMbI UM OTKITFOYEHUN NUTAHKS.

S1l# copy running-config startup-config

Destination filename [startup-config]?[Enter]

Building configuration...

[OK]

KakoBa camasi kopoTkasi Bepcusi KomaHabl copy running-config startup-config?
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3yuuTe dhann 3arpy304HON KoHUrypauum.

Kakasi komaHga otobpaxaeTt cogepxunmoe NVRAM?

Bce nv BHeCEHHble M3MEHEHUS Obiny 3anuncaHbl B cbaﬂn?

YacTtb 5. Hactponka kommyTtaTtopa S2

Bbl 3aBepLuMnu HacTporky kKommyTatopa S1. Tenepb HacTponTe kommyTaTop S2. Ecnu Bbl HE MOXeTe
BCNOMHUTb KOMaHbl, BEPHUTECL K YacTam 1-4.

HacTpoiite ans kommyTaTopa S2 cnefyolme napamMeTpbl.

Wwms ycTpoinctea: S2

3awmtnTte AOCTYN K KOHCONW naponem letmein.

YcTtaHoBuTe B kavecTBe napons enable c1$c0, a B kayecTBe napons enable secret — itsasecret.
HacTpowite cooTBeTCTBYlOLLEE COODLLEHNE ANS TEX, KTO BOLLEN B KOMMYTaTop.

3awndpyiTe Bce OTKPbITbIE NApPOsIM.

-~ ® 2 0 T ®

MpoBepbTe NPaBUIBLHOCTL KOHGUIypaLuu.

CoxpaHuTe thaiin KoHgUrypaumm, YTobbl NpegoTBPaTUTL Ero NOTEpPHo B Crly4Yae OTKIIOYEHNS NMUTAHUS
KoMMyTaTopa.

«Q
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